Penn State Berks
Collaborative Virtual Computer Lab (CVCLAB)

Telnet & Remote Desktop

A. Creating a User Account

In this exercise, you will create a user account with a password. The user account name will be
your first name and the password will be ist220.

1. Go to Start and click Control Panel, then select Add or remove user accounts
under User Accounts and Family Safety

Click Create a new account

Type your first name as the account name (do not use any spaces)

Keep Standard user selected as the account type, and then click Create Account

Click on the account that you created, then select Create a password

o ok~ w DN

Type ist220 and confirm it as the password, then click Create password

B. Telnet

In this exercise, you will activate the Telnet service on two PCs. You should now designate one
PC as PC1, and the other as PC2. You will log on to PC2 from PC1 and to PC1 from PC2 using
the Telnet command. This involves several setups as follows:

e Activating the Telnet service
e Assigning proper rights to users to use the Telnet service

e Testing the Telnet service by logging on to PCa and PCb using the Telnet command

B.1 Telnet Overview

Telnet is a terminal emulation program for TCP/IP networks, such as the Internet. The Telnet
program runs on your computer and connects your PC to a server on the network. You can
then enter commands through the Telnet program and they will be executed as if you were
entering them directly on the server console. This enables you to control the server and
communicate with other servers on the network. To start a Telnet session, you must log in to a
server by entering a valid username and password. Telnet is a common way to remotely control
Web servers and routers. In this exercise, you will activate the Telnet service in your computer.
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B.2 Starting the Telnet Service

In this exercise, you will start the Telnet service in PC1 and PC2 so that users can log on to
them remotely. Telnet runs on port 23. To check whether it is or not, type:

nmap <PartnerIP> -n into the command line.

Command Prompt

Bctarting Mmap 5.21 ¢ http://nmap.ovryg >

fHmap scan report for 192 _168.4_.37
BHo=t iz up (B.@H@=z latency).
Mot zhouwn: 787 closed ports
STATE SERUVICE
#88.tcp open http
i open MErpc
#1239 tcp open nethios—-ssn

Is port 23 (the Telnet service) open in your teammate’s computer? Complete the following

steps to start the Telnet service, and then inform your teammate that you have done so.

1. Click Start, select the Control Panel, and then click Programs

2. Under Programs and Features, select Turn Windows features on or off (see the
figures below)

—inix]

|<_;|,:_:J|<, t‘. = Control Panel = Programs = Programs and Features - l‘_:all Search Pr... @

Contral Pane| Home Uninstall or change a program

Yieyy installed updates To uninstall a program, select it From the list and then click Uninstall, Change, or Repair,
H) Turn Windows Features on or off -
Organize = = o @
Mame = | v| Publisher | AI
[27-zip 4.65
B0 adate AR

Adobe Systems Incorporated
Adobe Systems Incorporated
Adobe Systems Incorporated
Google Inc.

Adobe Flash Plaver 11 Activex
P8 adobe Reader % ¢10.1.1)

'@ Android SDK Tools

[m7 Camouflage

S crypTool 1.4.30

f!'i"ECrypTooI 2.0 (Beta & - Build 4767.1) University of Duisburg-Essen (Distr.
O CrypTool 2.0 (beta) Deutsche Bank, [ Contributors
HFDundstDne Cred Digger McAfee Inc,

("1 Faundstane FSCrack 1.0 Foundstone Inc

— Currently instaled programs Tokal size: 1,05 GB

}'3 "'fl 37 programs installed
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3. Locate Telnet Client and Telnet Server in the list, and make sure both are checked
and Click OK.
4. Click Start, then select the Control Panel. Click System and Security, followed by

Administrative Tools. Double-click Services. The following window should appear.

services =10l x|
File  Action View Help
e @ o= HBE >80 D
5 Bervices (Local) £} Services {Local)

Telnet Mame = I Description | Skatus I Skartup Type I Log ion As I il
3PP Motification Ser.,. ProvidesS... Started Manal Local Service

Description: (. 550P Discovery Discovers ... Starked Manal Local Service

Enables & remate user ta log on to this - Storage Service Enforces g... Manual Laocal Syskem

computer and run programs, and 3

supparts various TCPJTP Telnet clients, - Superfetch Maintains a...  Started Automatic Local System

including UMIX-based and Windows- ‘. System Event Motifi,.. Monitors ... Started Autormatic Laocal Syskem

based computers. IF this service is . Tablet PC Input Ser... Enables Ta... Manual Local Swskem

stopped, remote user access ko by 3

programs might be unavailable. IF this w: Task Scheduler Enables a ...  Started Automatic Local System

service is disabled, any services that  TCPYIP MetBIOS He.,. Providess...  Started Automatic Local Service

explicitly depend on it will Fail to start, 2 Telephony Provides T... Manual Metwark 5...
(% Telnet Enables ar... Disabled Local Service
~. Tenable Messus Tenablz Me... Maral Local Systerm
. Themes Provides u.,.  Started Automatic Local Systerm J
‘. Thread Ordeting Se... Provides or... Manual Local Service
 TPM Base Services Enables ac... Manual Local Service
o UPRP Device Host Allaws UPR,., Manual Local Service
User Profile Service  This servic,..  Starked Automatic Local System
- irkual Disk, Provides m... Manual Local System ﬂ

Extended A Standard /

5. Scroll through the list and locate “Telnet”

Change the Startup type from Disabled to Manual, and click OK

. Right-click it and select Properties

7. Right-click Telnet again, and select Start. The Telnet service should now be running

on your computer

8. Use nmap to check the open ports again as described above. Is port 23/Telnet

open? Type nmap <PartnerIP> -n intothe command line to test your partner’s

computer. Ask your partner to test your computer as well. You should able to see

port number 23.
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C:sUzerssStudentl>nmap 192.168.4.38 —n
Starting Nmap 5.21 ¢ https/s/nmap.org > at 2812

Mmap scan report for 192.168.4.38

Host is up (B.BBs latencyl.
Mot zhown: 788 closzed ports
PORT STATE SERVICE
23/tcp open telnet

B8 tcp open http
135/tcp open nsrpc

B.3 Adding Users to TelnetClients group

In the following steps, you will create a user group called TelnetClients. The members of the
TelnetClients user group have permission to access your computer through a Telnet session.

1.

2.

Click Start, then select the Control Panel. Click System and Security, followed by
Administrative Tools. Double-click Computer Management. (Alternatively, you
can type computer management in the Search Window of the Start menu as shown

below.)

Programs (1)

g Computer Managerenkt

Zontrol Panel (&)
ﬂ' Personalize your computer
B4 Allow remaote access o your computer
% Change when the computer sleeps
5 View devices and printers
B4 Ve advanced svstem settings

% Change system sounds

' See more results

!computer management| E4  Shut down !Pl
il -i_l 8 F\’J:-“f ‘#’

In the console tree, expand Local Users and Groups by clicking on (+) and then
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click Groups.

3. Check whether a group called TelnetClients exists or not.

=

File  Action Miew Help

o[ FHnRE = [H=

£ Camputer Management (Local) Mame | Desc | Actions
E: : Tl g Grooos &
@ Task Scheduler % Backup Operators Back

@ Event Viewer Maore Ackions 4

%{rvptugraphic Operators  Mem

@ Shared Folders & Distributed COM L Memn feis
=] ;E Local Users and Groups :E g e @l TcinctClients
o :&-Event Log Readers Mem
- ésers P Guests Gues Mare Actions »
o o S P15 _1usRs Built-
(%) Performance 3 ) )
& Devics Manager %—Network Configuration ... Mem
g &= %rage zb-'_;'PerFormance Log Users e
o i Disk Management %rPerFDrmance Manitar ... Mem
_‘jq Services and Applications %Jpower Users Poe
%-Remote Deskbop Users Merm
% Replicator Supp
,%'Users Lser
.Q.'__rHelpLibraryUpdaters

TelnetClients

4. Right-click on TelnetClients group and select “Add to Group...”. then Click Add, type
“‘Everyone” to give all users on your computer the right to access the Telnet service

as shown in the picture below.

Select thiz object bype:

ILlsers ar Built-in zecurity principals Object Topes...

Fram thiz lacation:
I'W'IN? Locations. ..

Enter the object names to select [examples):

Evemnone Check Mames

FEE

Advanced... | | aF. I Cancel |
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5. Click OK, then click Apply when you see the following TelnetClients Properties
Window.

TelnetClients Properties j et

eneral I

% T elnetClients

Drezcription: I

tembers:

53; SEwersane

Changes to a uzer's group memberzhip

Add... Femave are not effective until the next time the
uzer logs an.
K, | Cancel | Apply Help

B.4 Testing Telnet

In this exercise, you will use the TCP/IP Telnet program to log on to PC1 from PC2 and to PC2
from PC1. Try the following steps first in PC1 and then in PC2. Bring up the command prompt
in both computers. Your partner will try to shutdown your computer. In the command prompt
type shutdown -a to abort shutdown.

In PC1
1. Bring up the command prompt and type telnet <PartnerIP>. Press enter.

2. Read the prompted warning and press Enter without doing anything else. Enter
the user name (ask your teammate for the user name he/she created in Step A) and
the password (ist220).

3. To make sure that you are logged into your teammate’s computer, type ipconfig at

the command line and press Enter.
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4. In the Telnet command prompt, type shutdown -s and press Enter to shut down

your teammate’s computer.

[z+] Telnet 192.168.4.38

C:x>shutdown —s

G
message from the administrator at WIN? on 5-8-2812 3:51:59 AM

The computer is shutting down

Connection to host lost.
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C. Remote Desktop

C.1 Overview

With Remote Desktop in Windows 7, you can have access to a Windows session that is running
on your computer when you are at another computer. This means, for example, that you can
connect to your work computer from home and have access to all of your

applications, files, and network resources as though you were in front of your computer at

work. You can leave programs running at work and when you get home, you can see your
desktop at work displayed on your home computer, with the same programs running. Remote
Desktop also allows more than one user to have active sessions on a single computer.

This means that multiple users can leave their applications running and preserve the state of

their Windows session even while others are logged on.

C.2 Set up the Remote Desktop Connection

In this exercise, you will configure your computer for the Remote Desktop Connection.

1. Open the Control Panel and click System and Security, then click System and
select Remote settings

2. Under Remote Desktop, click the radio button at Allow connections only from
computers running Remote Desktop with Network Level Authentication (more
secure)

3. Click Select Users, then click Add. Type Student2, then select Check Names and
click OK, and click OK once again

4. Select OK to close the Remote Settings window

C.3 Using Remote Desktop

In this exercise, you will first access PC1’s Desktop from PC2, and then repeat the same
exercise by accessing PC2 from PCA1.

1. In PC2, go to Start, click All Programs, select Accessories, and then click Remote
Desktop Connection

2. In the window, type <PartnerIP> and click Connect. Click User Another Account if
student 2 does not appear. Enter student2 as the user name and student2 as the

password. Click OK.
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3. In the window that pops up, click Yes to continue despite certificate errors
4. After connecting to PC1, disconnect and try the same process on PC1 to connect to
PC2.
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D. Capturing and Analyzing Telnet Packets

In this exercise, you will capture Telnet packets and discover user account and password
information from the packets captured. PC1 will capture packets while PC2 is connecting to the
Telnet service.

1. Repeat B.3 for any computers that have been logged off/shut down, since the
desktop image has been reset. Use nmap <PartnerlP> -n if you are unsure.

2. Make sure to create the TelnetClients group and include everyone. You do not have
to recreate another user account.
Open Wireshark (on the Desktop) on both computers and begin capturing packets

4. Click Capture > Interfaces > Start to begin

5. On PC2, bring up the command prompt and type telnet <PartnerlP> and press
Enter to log on to PC1

6. Use student2 and student2 as username and password.

7. Stop capturing packets on both computers

8. Analyze each captured packet and try to find out which packets transfer the
password and user name information by looking at their content. Can you see the

password transmitted?
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