Penn State Berks
Collaborative Virtual Computer Lab (CVCLAB)

Windows Firewall (GW)

In this activity, you will work with a partner. Team up with a classmate before starting the
activity.

Please fill the following survey after the activity:
https://www.surveymonkey.com/s/cvclab_tam

A. Discovering the IP Address of Your Computer
1. Click Start and type emd into the Search Box and press Enter to open the Command
Prompt. (See the figure below)

!cmd| L Shut down FI |

| 8 S5

2. In the Command Prompt, type ipconfig and press Enter.

3. Verify your TCP/IP settings as shown in the following figure
[ | C Windows' system 32 cmd exe
C:sUzerssStudentl >ipconf ig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DMS Suffix . =
IPv4 Address. . . . . . . . . . . = 192_168.3_29

Subnet Mask s 255.255.255.8
Default Gateway :192.168.3.1

4. Record the IPv4 Address of both your computer and your partner’s. Later on in
the activities when you see <YourIP> and <PartnerIP>, replace them with the
IP Address that you recorded in the following table. Note that you will not use the
symbols < and > while typing the ip address in the commands.

IPv4

<YourIP>

<PartnerIP>

Keep your command prompt window open during the activity.
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B. Testing the connection between two computers

1. To access your teammate’s web site, open up Internet Explorer and type the following
in the address window: http://<partnerIP> where <partnerIP> is the IP address
of your teammate, and you should see the following page. If you see the following page,
then your teammate’s web site is working.

oan 09N
VELKOMEN
Benvenuto il

Welkom
internet information services
Valkommen

Witamy

Hos Geldiniz HesELic

2. Try pinging your partner's computer by opening up the Command Prompt. Type
ping <partnerIP> into the command line and press Enter. Did you get a response

C. The Windows Firewall

C.1. Enabling the Windows Firewall
1. Make sure that Internet Explorer is closed before starting this activity.
Go to Start and click Control Panel, then click System and Security.
3. Click Windows Firewall to open the firewall (Or you can type Windows Firewall in the
Search Window of the Start menu)
4. Then on the left-hand side of the Windows Firewall window, click Turn Windows
Firewall on and off (see the figure below).

| # windows Firewall =101

[ -
Gev |e = Control Panel » System and Security = Windows Firewal - L_“_HJ I Search C... @J
@

Control Panel Home: Help protect your computer with Windows Firewall

1 &
Allow & program or Feature Windows Firewal can help prevent hackers or malicious software from gaining access to your computer

| through Windows Firewall through the Inkernet or a network,

‘;j“ Change natification settings How does a firewall help protect my computer?

- What are network locations?
8 Turn Windows Firewall on or off |

) Restore defaults Update your Firewall settings
w\;j!\ Advanced settings ‘Windows Firewall is not using the recommended m;. Use recommended sebtings
settings ko protect your computer, k=

Troubleshook my netwark

‘What are the recommended settings?

l g' Home or work (private) networks Not Connected j|

l ’a' Public networks Connected d

Metworks in public places such as airparts or coffee shops

Wiindows Firewall state: Off
Incoming connections: Block all connections to programs that are not on the
list of allowed programs
seeslio Active public networks: = Nebtwark, 3
Action Center Motification state: Motify me when Windows Firewall blocks & new
program

Metwork and Sharing Center
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5. To turn the Windows Firewall on, click the radio button in front of “Turn on Windows
Firewall” under both the private and public settings. Then click OK. Note that your
computer has two connections.

Il
@(:)\7 ‘G - System and Security - Windows Firewall - Customize Settings - lEﬂJ I Search C... E‘

Customize settings for each type of network

You can modify the firewall settings For each type of network lacation that you use,

what are network locations?

Home or work {private) netwark location settings
'a_! & Turn on Windaows Firewall

™ Block all incoming connections, including those in the list of alowed programs

¥ Matify me when Windows Firewsll blacks a new program
-@I € Turn off Windows Firewall {not recommended)

Public network location settings
\@' & Turn on Windows Firewal

I Block all incaming connections, inchuding those in the list of allowed programs

¥ Motify me when Windows Firewall blocks a new program

:@_u ' Turn off Windows Firewal {nat recommended)

6. Wait for your partner to complete the previous steps. Make sure to coordinate this with
your partner.

7. Open command prompt and type ping <partnerIP> and press Enter. Can you ping
your partner’'s computer as you could before?

8. Open Internet Explorer and type http://<partnerIP> inthe address window.
Then, refresh the browser. Can you load your partner’s web site?

Reflective Observation: With your partner, discuss the functions of a firewall.
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C.2 Allowing HTTP in the Windows Firewall for Everyone

1. Go to Windows Firewall in Control Panel

2. Click “Allow a program or feature ...”. (see the figure below)
—inix

_—
'\ ng |ﬂ = Cantrol Panel = System and Security ~ Windows Firewall - {‘HJ I Search C...  |B2)
@
ConkelRenelbiome Help protect your computer with Windows Firewall
allow a program or feature ‘windows Firewall can help prevent hackers or malicious software from gaining access to your
through Windows Frewall computer through the Tnkernet or a netwark,

# Change natification settings How does a firewal help pratect my computer?

z What are netwark locations?
) Turn Windows Firewall on o off

) Restore defaults l 'a‘ Home or work {private) networks Not Connected j|
) Advanced settings —
- @ public networks Cannected 4|

Metwarks in public places such as sirparts or coffee shops

Troubleshoot my network

windows Firewall state: on
Incoming connections: Elock all cannections to programs that are
niot on the list of alowed programs
Active public networks: B etwork 2
Natification state: Notify me when Windows Firewall blocks a
See also new program

Action Center

Metwork and Sharing Center

3. Inthe list of the allowed programs, browse all the way down to the bottom to locate
World Wide Web Services (HTTP) and check the boxes as shown below. Then, click
OK.

# allowed Programs ;IEIEI

g( )v “ - Windows Firewall ~ Allowed Programs - li_aJI Search C.. [.‘]‘
-
Allow programs to « icate through Wind: Firewall

To add, change, or remave allowed programs and parts, click Change settings.
Wwhat are the risks of allowing a program to communicate? %l Chanoe seftings |

Allowed programs and features:

Mame | Home'Wark (Private) | Public | -
[ Secure world wide Web Services (HTTPS)

I SKMP Trap

[ windows Collabaration Computer Mame Registration Service
[ windows Cammunication Foundation

[windows Firewall Remote Management

[ windows Management Instrumentation (WML

Owindows Media Player

[Owindows Media Plaver Network Sharing Service

[ windows Media Player Nebwork Sharing Service (Internet)
[ windows Peer ta Peer Collaboration Foundation

OOooooooOooooono

mIOOO000000o0oCon

g
L

4. Wait for your partner to complete the previous step. Coordinate this with your partner.
5. Open Internet Explorer and type http://<partnerIP>/ inthe URL window. Then,
refresh the browser. Can you load your partner’s web site this time?
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C.3 Allowing HTTP in the Windows Firewall for Just Your Partner's Computer

1. Within Windows Firewall, click Advanced Settings in the lefthand column.

2.

* Windows Firewall 3

=10/x|

(& ~ Contral Panel = System and Security + windaws Firewall
\_ng\ﬁ ontrol Panel + System and Security = Windows Firewal

* &3 [ ssarenc... \E_:l‘

Control Panel Home:

Allow 5 program or festure
through Windaws Firewall computer through the Tnkernet of a network.
'g',w Change notification ssttings

; wihat are network locations?
) Turn Windows Firewall on or off e oD

Help protect your computer with Windows Firewall
windows Firewsall can help prevent hackers or malicious software From gaining access ko your

How does a firewall help pratect my computer?

%]

) Restore defaults

l ¥ Home or work (private} netwarks

Not Connected ﬂ‘

%) Advanced settings \

Traubleshaot my network

l g.‘ Public networks

Connected j

Netwarks in public places such as airports or

coffes shops

‘windowes Firewsall skake:

Incorming eonnections:

Active public networks:

Motification stake:
See also

Action Center

on

Block all connections ko programs that are
not on the list of allowed programs

" Metwork 2

Maotify me when Windows Firewall blacks a
new program

Network and Sharing Center

In the Windows Firewall with Advanced Security window that opens, select Inbound
Rules in the left column. Scroll down and locate World Wide Web Services (HTTP

Traffic-In) at the bottom of the list. Right-click it
Under the General tab, check the box in front of
coming in.

World Wide Web Services (HTTP Traffic-In} Propert es

Frotocol: and Portz I

Scope I
General |

Frogramsz and Services

oy

be modified.
— General

Advanced I

. Thiz iz a predefined rule and some of its properties cannat

and select Properties.
Enabled. This will enable HTTP traffic

X

Uzerz
| Compuiters

Marne:

Dezcription:

« " [world Wide web Services (HTTF Trafficdn]

Information Services [I1S] [TCF 80]

||7 Enatbled |

An inbound rule ta allow HT TP traffic for Internet

=
ke

4. Click the Scope tab. Under Local IP address, select the radio button in front of These

IP addresses. Then, click Add.

5. Under This IP address or subnet, type <partnerIP>. Click OK.
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Vorld Wide Web Services (HTTP Traffic-In} Properties x|
General I Programz and Services I Computers
Frotocolz and Ports Scope Advanced I Uszers

— Local IP address |

Mo iress x

Specify the |F addreszes to match:

& Thiz IP address or subnet:

!F'artner's IP here

Examples: 192 168.0.12
192 168.1.0/24
2002:3d3b:1a31:4:208: 7 4if:fe33:6cd 3
2002:9d3b:1531:4:208: 7 4if:f=39:0/112

— B

B O ThisIP addiess range:

From: I

To I

6. Repeat steps 4 and 5 for the Remote IP Address.

7. Click OK again to close the Properties window. World Wide Web Services should now
be allowed through the firewall for your partner’'s computer and no one else’s. Notice the
green checkmark in the Inbound Rules.

I'H@I'-.-'-.-'l:nrll:l Wide Web Services (HTTP Traffic-In)

8. Now, try to access your partner’s website in the Internet browser. Are you able to do so?

C.4. Disabling the Windows Firewall

You should enable the Windows Firewall at all times. But, in some case you may want to
disable it.

1. Open the Windows Firewall
On the left-hand side of the Windows Firewall window, click Turn Windows Firewall on
and off (see the figure below).

3. To turn the Windows firewall off, select the radio button in front of “Turn off Windows
Firewall” under both the private and public settings, as shown by the figure given below.
Then click OK.
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# Customize Settings n =10 x|

G(}v |ﬂ = System and Security - Windows Firewall = Customize Settings - lmll searchC... |2

Customize settings for each type of network
‘You can modify the fireveall settings For each bype of network location that you use.
What are network locations?

Home or work {private) network location settings

@ Turn on Windows Firswall

I Block allincoming connactions, including those in the list of allowed proarams

[ Hotify me when Windows Firewall blocks a new program
\@.\ @ Turn off Windaws Firewall (nat recommended)

Public netwark location settings
gg_\ © Turn on Windows Firewall

I Block all incoming connactions, including those in the list of slowed programs

F Hatify me when Windows Firswall blacks a new program

:@.\ & Turn off Windows Firewall (nat recommended)

4. Ask your partner to ping your computer to make sure that your firewall is not active.

Reflective Observation: Ask some other than your teammate to connect your computer.
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