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Motivation | Cascading failures in the electrical energy cyber-physical system (CPS)
have caused a significant amount of customer-hours of lost electricity service that is
comparable to major natural disasters. Modeling, prevention, and recovery is the focus.

Objectives | The goal is modeling, prevention, and restoration of coupled cascading
failures in power and communication systems.

Key challenges
Modeling cascading failure

 Striking a balance between accuracy vs complexity - Hybrid 
modeling

 Unifying independent CPS models of SCADA and WAMPAC

Prevention of cascading failure 
 Mitigating cascade by generation rescheduling considering stability 

limits and uncertainty in controllability and observability
 Integrating the proposed preventive controls with CPS model

Restoration following cascading failure/natural disaster
 Lack of information from sensors 
 Uncertainty about failure location

Proposed model: Improved AC-QSS Model to Attain Post-UVLS Equilibrium
 In reality, a pre-defined undervoltage load shedding (UVLS) scheme

sheds loads in blocks below a voltage threshold and the system
reaches a post-UVLS equilibrium, if it exists. This may not be captured
by the post-uniform load shedding (ULS) equilibrium.

We use the ULS equilibrium as the initial state and pose the problem of
reaching post-UVLS equilibrium as an optimization problem.

Modeling cascading failure

Goal: minimize
the shedded load

Exhaustive search

A heuristic model
proposed

2383-bus Polish
system

Proposed heuristic model, Algorithm 2 - Algorithm 3

Algorithm 1 (Status Quo)
1. Given a set of initial node outages𝜑𝜑(𝑁𝑁) as input.
2. Disconnect all connected branches 𝜆𝜆(𝐿𝐿) to 𝜑𝜑(𝑁𝑁).
3. Identify resulting islands due to nodes and branch

outages. Shed generation/load to restore generation -
load balance within each island. Recognize those that
can be operated and neglect the rest. Call the final set of
subnetworksℱ.

4. Choose a subnetwork from ℱ and run PF. If PF
converged, run Algorithm 2 and add the resulted
subnetwork to∑. If not, go 5.

5. Uniformly shed load in the subnetwork until PF
converges. Use the set of voltages 𝒱𝒱 and run Algorithm 3
with the intact network at the start of 5. If there is an
output from Algorithm 4, add it to set ∑.

6. If all the subnetworks in ℱ are investigated, go to 7,
otherwise go to 4.

7. If there is no overloaded line, go to 9. Otherwise go to 8.
8. Trip overloaded lines and go to 3.
9. Save data.

Algorithm 2
1. If 𝑣𝑣𝑖𝑖 < 𝑣𝑣𝑡𝑡𝑡, keep shedding (1 − 𝑟𝑟) th fraction of load at

all such buses until voltage magnitude of all buses are
above 𝑣𝑣𝑡𝑡𝑡. If the number of shedding at all buses with
𝑣𝑣𝑖𝑖 < 𝑣𝑣𝑡𝑡𝑡 reached Υ𝑚𝑚𝑚𝑚𝑚𝑚 and there are some buses

where 𝑣𝑣𝑖𝑖 < 𝑣𝑣𝑡𝑡𝑡, go to 2, else save data.
2. Sort buses with 𝑣𝑣𝑖𝑖 ≥ 𝑣𝑣𝑡𝑡𝑡 from lowest voltage

magnitude to the highest voltage magnitude. Start
shedding load individually in the bus with the lowest
𝑣𝑣𝑖𝑖 till number of shedding reaches Υ𝑚𝑚𝑚𝑚𝑚𝑚 . Keep doing

this until 𝑣𝑣𝑖𝑖 ≥ 𝑣𝑣𝑡𝑡𝑡, ∀𝑖𝑖. save data.

Algorithm 3
1. Using 𝒱𝒱, for all buses with 𝑣𝑣𝑖𝑖 < 𝑣𝑣𝑡𝑡𝑡 shed (1 − 𝑟𝑟) th

fraction of load (if Υ𝑚𝑚𝑚𝑚𝑚𝑚 is not reached) and run PF. If PF
converged, go to 3, else go to 2.

2. For all buses with 𝑣𝑣𝑖𝑖 ≥ 𝑣𝑣𝑡𝑡𝑡, shed (1 − 𝑝𝑝) th fraction of
load until convergence of PF. Here, (1 − 𝑝𝑝) ≪ (1 − 𝑟𝑟).
If PF converged, go to 3, else go to 1.

Algorithm 3
3. Step 1 of Algorithm 3: ‘if’ condition go to 4, ‘else’ go

to 5.
4. Step 2 of Algorithm 3: Go to 5.
5. Form sets 𝜓𝜓𝑈𝑈 and 𝜓𝜓𝐷𝐷, such that 𝑣𝑣𝑖𝑖 ≥ 0.95, 𝑖𝑖 ∈ 𝜓𝜓𝑈𝑈,

and if 𝑣𝑣𝑡𝑡𝑡 ≤ 𝑣𝑣𝑖𝑖 < 0.95, 𝑖𝑖 ∈ 𝜓𝜓𝐷𝐷. For all buses in 𝜓𝜓𝑈𝑈,
recover loads to attain 𝑃𝑃𝐿𝐿𝑖𝑖

𝑝𝑝𝑝𝑝𝑝𝑝 +𝑄𝑄𝐿𝐿𝑖𝑖
𝑝𝑝𝑝𝑝𝑝𝑝and run PF. If PF

converged, go to 8, else go to 6.
6. For all buses in 𝜓𝜓𝐷𝐷 , start shedding load with

parameters 𝑟𝑟 till convergence or Υ𝑚𝑚𝑚𝑚𝑚𝑚 is reached -
whichever comes earlier. If PF converged, go to 8,
else go to 7.

7. Sort buses in 𝜓𝜓𝑈𝑈 from lowest voltage magnitude to
the highest voltage magnitude and shed load as in
step 2 of Algorithm 3 until a convergence of PF is
reached. Go to 8.

8. Form 𝜓𝜓𝑝𝑝𝑝𝑝𝑟𝑟 = {𝜓𝜓𝑈𝑈\𝜓𝜓𝑈𝑈
Υ𝑚𝑚𝑚𝑚𝑚𝑚⋃𝜓𝜓𝐷𝐷\𝜓𝜓𝐷𝐷

Υ𝑚𝑚𝑚𝑚𝑚𝑚} Sort buses
in 𝜓𝜓𝑝𝑝𝑝𝑝𝑟𝑟 from lowest voltage magnitude to the
highest voltage magnitude and shed load as in step
2 of Algorithm 3. Save data.

Modeling cascading failure: Results
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Voltage threshold

For UVLS, the minimum
voltages stays above 𝑣𝑣𝑡𝑡𝑡 .

ULS is not able to reach
a post-UVLS equilibrium.

Total load served in the
proposed model is are in
the higher mean and
median values for
different percentage of
initial nodes outages.

Proposed model: Estimating unobservable state variables after cascading
failure in preparation for planned failure recovery
 recover phase angles (DC PF) and detect failed edges under loss of

both observability/controllability and part of the grid edges
– Part of the grid is unreachable from the control center due to 

sensor failures or PLCC link failures;
– Some edges in the unobservable area are physically disconnected 

(failures outside the unobservable area are directly observable);
– The failed edges may partition the grid into multiple unknown 

islands.
Challenge: 1) Uncertainty caused by loss of sensors’ information in 
unobservable area   & 2) Uncertainty due to load shedding caused by 
islanding 

Restoration following cascading failure/natural disaster
What we suggest

1. Identify gaps in existing results in the case of islanding and 
load shedding. 

2. Relate the unobservable state variables to the solution space 
of matrix equations involving the observable variables.

3. Formulate optimizations to recover the most likely failure 
locations, and establish conditions for accurate recovery. 

Topology and power flow constraints

Constraints on load shedding

Number of failed edges 
are relatively small
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Prevention of cascading failure 
Proposed model: Finding optimal location of non-PLCC links with
a budget constraint in non-idal DC-QSS model

We know: i) The budget, ii) Location of access node (AN), & iii)
Subgraphs in the network

Proposed Algorithm
1. In 𝑖𝑖 th subgraphs (SG) – If 𝐺𝐺𝑖𝑖 > 𝐿𝐿𝑖𝑖, choose all generator nodes in

this SG as candidate control nodes (CCN). If 𝐺𝐺𝑖𝑖 < 𝐿𝐿𝑖𝑖, choose all
generator nodes in this SG as CCN. If 𝐺𝐺𝑖𝑖 = 𝐿𝐿𝑖𝑖, choose all load
nodes in this SG as CCN.

2. Solve the following unconstrained optimization problem
a) We preprocess the network topology graph by contracting

all ANs, after which there is only one virtual AN.

b) The resulting problem of connecting this virtual AN to all 
nodes of interest (candidate generators/loads with degree 
> 1 from step a) is a Steiner tree problem on graphs, which 
is NP-hard but has approximation algorithms

Input: Access node locations. Output: Candidate links and 
nodes for non-PLCC.  
Define: 𝑤𝑤𝑖𝑖 = 𝑃𝑃𝑖𝑖𝐾𝐾𝑖𝑖 and 𝑣𝑣𝑖𝑖 = min 𝐿𝐿𝑖𝑖 ,𝐺𝐺𝑖𝑖 /𝐾𝐾𝑖𝑖. 

3. a) Assume 𝑢𝑢𝑖𝑖 = 𝛼𝛼𝑤𝑤𝑖𝑖 + (1 − 𝛼𝛼)𝑣𝑣𝑖𝑖, 𝛼𝛼 = (0,1]. Sort SGs from high
to low value of 𝑢𝑢𝑖𝑖. Check if the SG contains an AN. If not, then
connect (i.e. make the links non-PLCC) one Gateway node (GN)
(from the candidate nodes obtained from 2) in the SG to one GN
in a SG containing AN using candidate links. There could be
multiple options to do so, choose the one that uses minimum
number of links.

3. b) Spend rest of budget to enable non-PLCC links
i. Area with ANs: Order them from highest to 

lowest 𝑢𝑢𝑖𝑖. At the end of 3)a, we obtain a set of 
gateway nodes in areas that are connected to 
other areas without ANs. We calculate 
betweenness centrality (BC) of ALL nodes in such 
areas w.r.t. the GNs and the AN. Enable candidate 
links with connection to the node with highest 
BC.  

ii. Area without ANs: Same as 3)b)i, but We 
calculate BC w.r.t. the GNs and candidate 𝐺𝐺𝑖𝑖/𝐿𝐿𝑖𝑖
nodes.

iii. Keep repeating 3)b)i and 3)b)ii with progressively 
lesser BCs until budget runs out.

Prevention of cascading failure: Results 

Proposed non-plcc design performs better than random allocation

Scientific and broader impacts

Theories developed for fundamental understanding of cascading failures in energy CPS can
be applied to other CPSs, which are coupled cyber-physical systems having a dynamic
physical system.

Proposed preventive control strategy can protect critical infrastructures from large-scale
outages.

Proposed recovery strategy is applicable in the aftermath of a blackout caused by
cascades, a natural disaster, or other event, which will reduce downtime of the critical
infrastructure.

Proposed research will be integrated into the one-week summer camps offered by the
School of EECS at Penn State. Presentations about this research will be given to high
school students over the course of the week on this topic in the 2019 camps, and then a
camp focused on curriculum on the topic of this research will be offered in 2020.1 2 3 4 5 6 7 8 9 10
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Test results on 2383-bus Polish system. DC-QSS model with trip delay considered.
Preventive control optimally sheds load and reduces generation
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